ABSTRACT Vehicular ad hoc networks (VANETs) have been considered as one of the most influential applications of mobile ad hoc networks. The VANETs have also become an important part of Internet of Things. Along with the advantages, such networks are facing a number of security issues. A number of research have been done so far to identify the solution of the security problems in the VANETs. But the existing solutions do not confirm the confidentiality-integrity-availability (CIA) triad services simultaneously. Therefore, in this paper, we have provided a solution for the VANETs security using end-toend authentication to avoid intrusion in the VANETs. After verifying the communicating entities, the data are transmitted in encrypted form thus the proposed approach provides CIA security services to VANETs communication. Along with this, we have used a sandboxing method for in-vehicle communication for prevention of intrusion in form of downloaded information. Moreover, in this paper, the VANETs are considered as a hierarchical model to concentrate on a less number of message exchanges. Furthermore, the simulation results show the efficiency of our proposed solution.
I. INTRODUCTION
The exponential growth of the socio-economic life of human beings and their increasing demand for enhancing the lifestyle lead to the rapid line up of private vehicles on roads. Fast and furious life with such vehicles is also alarming to the death tolls and other hazards. The increasing traffic on roads has always been crucial point of consideration in every country. Therefore, to manage such traffic and also to avoid the problems on roads, Mobile Ad hoc Networks (MANETs) has been extended to an application of vehicles, called as Vehicular Ad hoc Networks (VANETs) [1] . In such networks, the vehicles use the dedicated short range communication with other vehicles or to the road-side infrastructure in ad hoc manner. Communication in a VANETs allows vehicles to share different kinds of information such as safety information for the purpose of accident prevention, post-accident analysis or traffic congestion. Moreover, non-safety information such as car related information can also be gathered for detecting criminal activities. The basic architecture of VANETs [2] , [3] is shown in Figure 1 . The architecture for such network is comprised of two types of network: the infrastructureless part deals with the ad hoc vehicles and the infrastructure oriented part deals with Road Side Units (RSUs) basically. Each vehicle is equipped with an On Board Unit (OBU) and a set of sensors to collect and process the information in form of messages. These messages are sent to other vehicles or RSUs as required for the purpose of Vehicular-to-Vehicular (V2V) or Vehicular-toInfrastructure (V2I) communication respectively. The vehicles are also equipped with a single or multiple Application Unit (AU). AUs use the applications provided by the provider using OBU connection capabilities. On the other hand, RSUs are placed at traffic signals, parking areas or even at specific locations on the sides of roads. These RSUs have two types of network devices: one used for dedicated short range radio transmission and another is used to communicate in between infrastructure components. The RSU can also connect to the Internet or to another server which allows AU's from multiple vehicles to connect to the Internet.
The VANETs communications can be logically categorized in three domains as shown in Figure 2 . The categories include in vehicle domain, ad hoc domain and infrastructure domain [4] . The in vehicle domain of communication deals with the interfacing between OBUs and AUs, ad hoc domain communication is done among the vehicles or between a vehicle and RSUs. Infrastructure domain communication is processed by RSUs, gateways and Internet components. The VANETs deal with the traffic information primarily. Though the sensitive or confidential information is not shared with such network such as Wireless Sensor Networks, but several attacks exploits the vulnerabilities of VANETs which leads to the misleading traffic information, false route navigation or even denial of services to exhaust the resources or the VANETs. Table 1 summarizes the attacks in different types of domain of communication in VANETs [31] , [32] . Attacks in In-Vehicle Domain: These attacks attempt to get access of the OBUs or AUs by spoofing valid IDs through RSUs. A severe attack may also indulge with exploiting a malicious code to the AUs which may lead to the malfunctioning of the devices. As VANETs applications include active road safety, infotainment, traffic efficiency and management, chances of such attacks are larger [5] . Attacks in Ad Hoc Domain: These attacks spoof the legitimate IDs and intercepts the VANETs communication. Some attackers also capture the packets and replay it with falsified information.
Attacks in Infrastructure Domain: The prime objective of attackers in this domain of communication is to exhaust the VANETs resources by sending a number of messages to a particular RSU or a number of RSUs at a time in a part of the city. Misleading localization is also another part in these attacks.
Apart from the above attacks, co-channel existence and interference of signals are also crucial in VANET environment. These techniques are used by the eavesdroppers to execute passive attacks. Several methods including successive interference cancellation [6] , on demand interference aware routing algorithm [7] , media access control protocol and cluster [8] , secure multiple amplify and forward relaying [9] , outdated relay selection process [10] can be used to prevent these attacks.
In VANETs, it is very crucial to provide the safety guard against misuse activities or malicious exploitation. The predefined security requirements and its guaranteed level of implementation affect people safety. Many researchers have explored the security attacks in VANETs and have proposed related solutions. Moreover, secure infrastructures, or formalized standards and protocols are also have been introduced. But, the trend of trustworthiness of a node in VANETs communication and misbehaving detection is large to explore. In this paper, therefore, we have proposed a scheme to provide the basic security services in hierarchical trust management to provide a secure VANETs infrastructure. The main contributions of this paper are summarized as follows:
• The proposed approach emphasizes to provide CIA security services in VANETs architecture.
• The proposed approach follows a hierarchical model to utilize the minimum number of message exchange.
• We have used elliptic curve cryptography for confidentiality and end-to-end authentication for integrity and availability.
• The proposed approach uses sandboxing method for in-vehicle security of downloaded services. The rest of the paper is organised as follows. Section 2 reviews the existing research work in the same direction. Section 3 proposes our algorithm. Section 4 shows the related results and discussions and finally Section 5 concludes the paper. VOLUME 6, 2018
II. RELATED WORK
The present technology is converging to the IoTs ventures and combining it with information and communication technology. VANETs are one of the important part of this. A number of research has been executed in this domain. Some of the recent works are mentioned below.
A new data retrieval scheme has been proposed in [11] providing the robustness of the backbone. The proposal withstands for denial of service attacks and also decreases the length of nodes' request messages. The proposed algorithm is adaptive for both symmetric and asymmetric cryptographic algorithms. The complexity of the key signatures is a drawback in this algorithm. A group-key based protocol for VANETs has been introduced in [12] . The algorithm uses a password based conditional privacy preserving approach. Though the algorithm provides solutions for security issues but computational complexity with create the delay in transmission. Another conditional privacy preserving approach has been shown in [13] . The proposed approach uses an identity based scheme that consists of the system initialization phase, the anonymous identity generation and message signing phase and the message verification phase. An authentication scheme has been proposed for the VANETs architecture in [14] .The authentication scheme depends on a key agreement protocol. The proposed approach contains of four phases: system setup phase, user registration phase, user login and authentication phase, password change phase. The cost of the algorithm is significantly less but the packet delay ratio has a drawback factor. A secure multimedia message delivery scheme has been proposed in [15] . It uses AES for confidentiality and SHA-256 for hashing. Though the process provides strong encryption and end device verification, it does not provide end to end authentication process which may lead to authentication attacks. A key based approach has been described in [16] . The authors have used multiple session keys but have not provided solution for session hijacking attacks. A secure message delivery approach for VANETs has been suggested in [17] . The proposed approach uses group key and symmetric key for the authentication of messages. The use of group key must be secure which has not been significantly shown. Utilization of cryptographic algorithms has also been shown in [18] , where the authors have used attribute encryption techniques. The access policies are also considered for the proposed approach. Confidentiality of the message dissemination has been maintained in this algorithm but the authentication message, integrity and non-repudiation have not been ensured.
Apart from the key-based approaches, some trust based approaches are also researched in recent time for secure communication in VANETs. Such a trust based approach is seen in the work [19] . The proposed approach provides reliability and accuracy of the messages but does not provide and man-in-the-middle attack prevention provision. A game theory based trust model for VANETs has been shown in [20] . The proposed model works on an attacker and defender security game to identify and counter the malicious nodes.
Majority opinion, betweenness centrality and node density are considered as parameters for the model. The use of Nash equilibrium model and priority of the defender nodes do not ensure the DoS attacks. The falsified trust or the insider malicious nodes are another problem for this approach. A trust based framework for reliability is observed in [21] . The proposed algorithm confirms reliability issue but does not provide authentication solutions. A dynamic entity centric approach for trust oriented framework has been developed in [22] . Though he trust factor is determined significantly in the proposed approach, but the application privacy is not claimed.
Analysing the previous work in VANETs for security provisions, we have identified the major problems with the existing algorithms that they are not ensuring the overall security services for VANETs. The cryptographic approaches are well defined but they lack in their complexities and unnecessary overhead. Whereas, the trust based approaches provide only reliability of the communication and but have not significantly addressed the issue of secure communication. Moreover, the message transmission concentration depends upon the traffic density in a particular point, that's why we need to develop a hierarchical structure where the OBUs are used less as they are battery powered. Therefore, in this paper, we have proposed an approach that provides multidimensional security in VANETs using a hierarchical architecture.
III. PROPOSED SYSTEM MODEL
We have introduced the hierarchical architecture of VANETs. This architecture is comprised of RSU Controller, Zone Controller and Certificate Authority to provide maximum security in the infrastructure domain communication. RSU Controller controls a number of RSUs (for example: road 1 and road 2), Zone Controller controls the communication in a particular area which may have multiple RSU controllers. The proposed architecture is shown in Figure 3 . The infrastructure environments of VANETs are proposed to have a single Certification Authority (CA). The CA distributes the certificates to all the components of infrastructure. We have also considered some assumptions as follows.
• CA is responsible for the certificate and key distribution.
• The VANETs provide a fixed set of services or applications
• The cryptographic keys are controlled by CA itself i.e. CA distributes its corresponding public keys to all he units predefined.
• The elements of the infrastructure environment communicates with the one-hop neighbours only. For example, if a message of road accident is need to be distributed, RSUs send the message to one hop RSU Controllers, RSU Controller send it to Zone Controller and finally Zone Controller distributes the message accordingly.
• Keys update done with predetermined expiration schedule.
• RSU uses a variable threshold value of message control in a particular time interval which depends on the traffic congestion. The abstraction map M for the above network architecture has been considered as a rectangle. It provides a mathematical model for understanding the system model for our experiment. The communication range of RSUs and vehicles is r. We have partitioned the map M in some squares having 1m 2 area. The RSU at the centre of the grid square with this length and height is accessible from a VANETs node in any location within the grid square. The concept is shown in the figure 4. 
IV. PROPOSED ALGORITHM
Security in VANETs, as discussed in earlier sections, is an important issue. To overcome the drawbacks of the existing solutions as discussed in section 2, we have defined some objectives for our proposed solution for the security issues. The objectives are shown in Table 2 .
The proposed solution for the security issues in VANETs is categorized in two segments: security in in-vehicle communication and security in ad hoc or infrastructure domain.
A. SECURITY OF IN-VEHICLE COMMUNICATION
The security exploitation in in-vehicle communication can be done by the remote accessing methods or even by using the internet services from the road side RSUs. Therefore, before accessing the services the vehicle requesting for the service or application, must be verifying the service provider by certificate verification. The process starts by the OBU of a vehicle that sends the required service id (service id ), vehicle id (v id ) and certificate of the vehicle (cert v ) to the service provider or to the RSU. The certificate is then verified from the certificate authority. After the verification, the service or the application is granted. The OBU also needs to verify the certificate of the service provider (cert p ) and after the verification it starts using the service or application in AU. Once the use of the application is over, the OBU sends finish message (FIN=1) to the service provider. The process is summarized as shown in Figure 5 . To get the further protection from shell codes, the AU must be installed with sandboxing feature. Sandboxing is an alternative to traditional signature based malware defense techniques. This is to be used in the vehicles as a process to detect shell code patterns, Zero-day vulnerability and stealthy attacks in VANETs communication [33] , [34] . 
Where, K RSU + is the public key of RSU, K RSU C+ is the public key of RSU Controller, K Z + is the public key of Zone Controller and e is the expiry time of the certificate. This total certificate is digitally signed by CA K − which is the private key of the Certificate Authority (CA). All the entities of the infrastructure must make them updated itself by having a fresh certificate as required.
2) MESSAGE FROM VEHICLE TO RSU
A vehicle willing to send message generates a request message RQST with its v id and expiry timestamp t exp and broadcasts it. The receiving RSU checks the threshold value m threshold of message control and also checks t exp . If the incoming messages are less than the threshold and t exp is not expired, it replies back with an acknowledgment of receiving response message RSPN. If the incoming messages are greater than the threshold value, the RSU sends an alarm notification flag turned on i.e. ALRM = 1. Receiving this message, Deffie-Hellman key exchange [23] is executed between RSU and the vehicle. Once, the vehicle receives the keys, it sends the message M by encrypting the message with Elliptic Curve Cryptography (ECC) [30] and generating a digest of the message H(M). This message digest helps the RSU in verifying the authenticity and the integrity of the messages. Note that the RSU to which the message is sent may not be within the transmission range of the vehicle sending a message and hence a secure routing protocol [24] is used for routing the messages. The process is summarized in Algorithm 1. The complexity of Algorithm 1 is O(N ) where N is the number of vehicles communicating to a particular RSU.
3) MESSAGE FROM RSU TO INFRASTRUCTURE COMPONENTS
Once a RSU is receiving message from the vehicle, it is forwarded to the RSU controller along with its own certificate and validity time duration t v . If time validated, RSU controller acknowledges RSU with a response and also sends the message to Zone controller with required certificate. 
the time complexity becomes O(3N ) ≡ O(N ). Similarly if t v is invalid two transactions are processed and time complexity becomes O(2N ) ≡ O(N ).

Algorithm 2 Message Processing
4) INFORMATION DISTRIBUTION FROM ZONE CONTROLLER
Once the Zone controller receives the messages, it checks the time stamp of receiving the message t r and sends the message to base stations and other zone controllers so that every zone controller is updated with required information.
5) VEHICLE MOBILITY HANDLING
The vehicles are considered to be moving with an average velocity v, which can be detected from the in-vehicle OBU. So, whenever a vehicle is sending a query or message through RSU, RSU Controller upto Zone controller, it is obvious that the same Zone controller or RSU controller will to be responsible for the responses to the vehicles. Every zone controller is having an average operation radius R. The propagation time of the message ( time prop ) from vehicle (v id ) to the zone controller z i is calculated as:
Therefore, the probable distance the vehicle (v id ) moves a distance of :
If the dist > R, then zone controller z i sends the message to its neighbour zone controller z i−1 or z i+1 depending upon the direction of the vehicle following the end-to-end authentication [25] so that the responses can be given to the required vehicle.
The query and response mechanism is very frequent in the events of VANETs and therefore the availability of the responses must be insured in less time. To enhance the availability and add-on the reliability of the data transmission cache aided design is used with decode-and-forward relaying method as depicted in [26] . This cache aided design also helps to perform better in processing in an environment even with outdated channel state information [27] . In our proposed approach cache aided design is implemented with the RSUs with 5Gb R1 cache memory this design has significantly reduced the processing time for the query generated by the multiple vehicles.
C. HANDLING AVAILABILITY
Availability in security emphasises that the data must be available at request to the legitimate party. Distributed Denial of Service (DDoS) attacks, void routings are major challenges for such availability issues. The use of End-to-End Authentication with certificates reduces the probability of DDoS attacks launched by any intruder. Moreover, sandboxing in individual vehicle eliminates the problem of being a slave in remote DDoS attacks. The use of time stamp handles the issue of void routing. Furthermore the cache aided design also helps for the purpose.
V. RESULTS AND ANALYSIS
We have used the VANETs simulation environment from the ezCar2X framework. Along with this environment SUMO [28] is used to provide realistic traffic flow simulation, and ns-2 is used to simulate both physical and access layer. Further ETSI ITS specific functionality is provided by the full protocol stack implementation from ezCar2X. A highway scenario with two lanes in up and down direction and a length of five kilometers is used during our evaluation. The traffic density is varied between only a single vehicle on the road up to a maximum average vehicle interval on both the lanes of ten seconds. SUMO's random traffic flow generator is used for obtaining the traffic flow. The simulation terminates after 1000 vehicles have passed through the whole simulated highway section. A node tries to obtain a new certificate with an interval of 5 s following the proposal in [29] . The Certificate Authority (CA) used in the simulation environment is assumed to be able to process a single request from every valid node within one second. This means, if all nodes would sent their request within an interval of one second assuming highest regarded traffic density, the CA is able to process all requests. Dropping of requests is also executed following the threshold value in the algorithm. Successful and failed signature verifications are assumed to take equal processing time.
The proposed model is compared with three recent algorithms in this domain of work: [11] , [14] , and [15] . The comparison of the results has been done in three categories: cost analysis, security performance and network performance.
A. COST ANALYSIS
The cost analysis of the algorithms has been executed in two ways: computation cost and communication cost.
In any authentication protocol the computation cost determines the total cost of protocol, which should be as minimum as possible. Table 3 shows the computational cost of the algorithms. Vehicles, RSUs, RSU controllers and Zone controllers are involved in the overall process of message dissemination including authentication and encryption. We calculate the computation cost by considering T v , T p and T x as time of a certificate verification operation (≈ 0.0025 sec.), time of a cryptography operation (≈ 0.0080 sec.), time of a cryptographic message exchange (≈ 0.0030 sec.) respectively. The results show that, our protocol has lesser computation overhead, then all the compared algorithms and therefore is suitable for practical application. Table 4 shows the communication cost of our proposed approach with the related algorithms. The communication cost is measured in terms of bits length. The algorithm depicted in [14] , 160 bits SHA-1 hash function is used along with timestamp, identity, random number, nonce are of 64 bits each. Moreover user identity is 160 bits and user temporary identity is 160 bits. ECC-point multiplication is used with 512 bits and symmetric key encryption/decryption is 256 bits. Thus, communication cost of this protocol is 1280 bits as computed between user, sensor and sink node. The algorithm depicted in [11] uses a 66 byte certificate i.e 528 bits and uses SHA-512 having 512 bits digest to be used. These two processes itself taking >1000 bits and therefore, considering time stamps and identities and other attributes of 64 bits each, the communication cost is greater than the previous algorithm. The algorithm used in [15] uses SHA-256 producing 256 bits digest. Assuming key size of 256 bits, AES of 256 bits and random number of 64 bits and some other processes, the algorithm in [15] uses approximately 1000 bits. Lastly, our proposed algorithm uses certificate of 64 bytes i.e. 512 bits with Deffie-Hellman key exchange of 160 bits, time stamp of 64 bits, identities of 64 bits each and asymmetric encryption of 128 bits; therefore, overall 928 bits are used for communication. 
B. SECURITY PERFORMANCE
The major problems of VANETs shown in Table 1 have been solved by our proposed algorithm as in Table 5 . The above table depicts that our proposed approach for security provision is able to prevent security attacks in different layers of VANETs' architecture. We have further computed the time consumption by the security procedures for a message with different environment of speed and car density as shown in Table 6 . The average speed of the cars is categorized into: 25 km/ hour, 60 km/hour and 90 km /hour. Car density is calculated as number of cars running through a particular square area in unit time.
Furthermore, we have also compared our results with existing algorithms in terms of processing efficiency which has been measured as processing time vs. message size. The results in Figure 6 show that processing time in our proposed approach is less with short messages. Processing time increases with increasing message size. regards of processing efficiency with increasing message length. We have introduced a parameter called ''Validity Ratio'' (V R ) defined as the ratio between the total number of valid messages and total number of invalid messages traversing in the VANETs scenario and as given by:
where, R I is number of invalid requests and R V is the number of valid requests. The above parameter is also compared with the other algorithms in comparison. The result of the comparison in Figure 7 shows an efficient attribute of our proposed algorithm that even though there are increasing number of cars in the environment, invalid messages are prohibited in the network and therefore in the Figure 7 it follows a straight line at value 0.
C. NETWORK PERFORMANCE
We have evaluated the performance of the proposed VANETs architecture in the terms of packet loss percentage and average delay. The results are also compared with the existing algorithms of Brittl [11] , Mohit et al. [14] , and Karanki and Khan [15] .We have considered three average speed scenarios as: 25km/hr, 60 km/hr and 90 km/hr. The results are shown in the Figure 8 by varying the number of cars and simulating the environment for evaluation of packet loss percentages. The results show that in all the speed scenarios, our proposed algorithm outperforms the other algorithms and is not VOLUME 6, 2018 affected by the increased average speed of the cars. We have also found that the packet loss percentages gets saturated at the maximum value as shown in Figure 8 when number of vehicles are taken more than 1000. Delay in transmission of messages is an important QoS in network performance evaluation. We have evaluated this parameter by comparing with other existing algorithms as above. We have calculated the average delay in accordance with increasing number of cars. Three different average speed scenarios have been considered as previous. The results are shown in Figure 9 . The results depict that our proposed algorithm is better than the other algorithms in comparison in terms of transmission delay. We have measured the efficiency of the proposed approach with cache aided design in comparison with other existing algorithms. The result shown in Figure 10 depicts that the processing time for resolving the same query from multiple vehicles is reduced significantly. We can also find from the figure that the other existing algorithms in comparison are having increased processing time as they are not using he cache memory. 
VI. CONCLUSION
VANETs are the important part in our present technology progress of IoTs. A number of solutions have been provided by previous works but they do not conceptualize the traffic overhead due to excessive use of cryptographic parameters exchange. In the proposed approach, we have used a hierarchical architecture of message transmission using elliptic curve cryptography and end-to-end authentication to provide message integrity and authentication. We have also used sandboxing method for in-vehicle security. We have compared the simulated results of our approach with some existing protocols with respect to cost, security and network performance. The results show that our proposed algorithm is better than the other algorithms in providing security and incurring less cost. Though the processing time increase with the increasing number of message size. In our future work, we shall work upon the optimization of hierarchical structure for minimum message transmission and faster processing. RAHUL SAHA received the B.Tech. degree in computer science engineering from the Academy of Technology, West Bengal, and the M.Tech. and Ph.D. degrees from Lovely Professional University, Phagwara, India, with a focus on cryptography, and position and location computation in wireless sensor networks. He is currently an Assistant Professor with Lovely Professional University. He has many publications in well renowned international journals and conferences.
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